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How prepared are you for EU GDPR?

7 tips for getting ready...

Be thorough
Assess what, where and how EU resident personal data is stored, processed 
and transferred within and outside your organization’s structure. Check every 
department from marketing to HR, legal and IT. Personal data includes “any 
information relating to an identified or identifiable natural person”. That 
means names, passwords, ID numbers, location data, online identifiers or any 
data relating to physical, physiological, genetic, mental, economic, cultural or 
social identity. 

Examine everything.

Go minimal
In the Age of Big Data, governments and organizations alike should adapt 
the “less is more” principle. The Regulation states that “Personal data shall be 
adequate, relevant and not excessive in relation to the purpose or purposes 
for which they are processed.” Adopting an ongoing data minimization 
approach is not only best practice, it’s GDPR-mandated. That also includes 
techniques such as pseudonymization and anonymization, as well as 
implementing foundational security measures like encryption which together, 
can dramatically reduce risk.

Less Data, Less Risk.

Rethink consent 
The era of assumption is over. Evaluate all your current consent forms and 
processes to ensure that consent is both voluntary and explicit with regard 
to the scope and consequences of data processing. You need to obtain or 
empower “a statement or a clear affirmative action” and ensure that consent 
can be withdrawn as easily as it is given. 

If it’s not simple, it won’t be compliant.

Know their rights — and your 
responsibilities
EU residents will have a greatly expanded set of rights, post EU GDPR. You 
need to honestly assess your ability to respond to requests within one month, 
with a maximum extension of two months. These reinforced rights include: 
the right to access data, to rectify or erase data, to restrict data processing, to 
data portability and to object to data processing. The time to start structuring 
for success is now.

How many requests are you likely to get? Who will be 
responsible?

On May 25, 2018, the EU’s data protection 
landscape will change forever. 

Will that include you?
Follow these tips to get primed, 
streamlined and protected.

By the end of 
2018, over 50% 
of companies 
affected by 
GDPR will 
not be in full 
compliance with 
its requirements

According to Gartner:
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Show you’re compliant
Just being compliant isn’t enough; you need to prove it. That means 
establishing a clear framework for accountability and compliance. Do 
your core activities include large scale data processing? Then you’ll 
need to have a designated Data Protection Officer on board too, 
both monitoring compliance and being a single point of contact for 
your Supervisory Authority. It might also be necessary to conduct a 
Data Protection Impact Assessment, determining the impact of data 
processing operations on data privacy. 

Be prepared to demonstrate compliance with appropriate 
policies, processes and safeguards.

Be proactive about process design
You’re required to put in place “appropriate technical and 
organizational measures” to safeguard personal data and minimize 
data collection, processing, and storage. With this flexible wording 
comes very definite risk: could a regulator determine that your 
security measures do not meet their interpretation of “appropriate”? 

You need to assess your current data security framework and be 
prepared to defend it and demonstrate why it’s appropriate.

Avoid awkward breach notifications 

Within 72 hours of becoming aware of it: that’s the new upper time 
limit for notifying your Supervisory Authority of a personal data 
breach. If the breach presents a risk to the rights and freedoms of 
EU residents, you also need to notify all affected individuals too. 
But there’s one smart way forward: encryption. If the personal data 
affected was rendered “unintelligible to any person who is not 
authorized to access it [using a method] such as encryption,” then 
the responsible organization is not required to inform all affected 
individuals. Damage to corporate reputation and personal careers  
is limited. 

Put good breach notification procedures in place and apply 
encryption comprehensively.

Let WinMagic transform your 
journey to GDPR compliance.
Our experts are at hand to help you tackle the many challenges of  
EU GDPR.

 Securing data at rest

 State-of-the-art protection

 Access management and monitoring 

 Compliance and reporting
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